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Abstract— Now-a-days, android applications have become a 
craze in people. Mobile applications are increasingly being 
deployed and used by enterprises, military and other secured 
industries. As mobile applications have so many advantages but 
every application comes with issue of data security. Mobile 
Android applications have access to sensitive data and resources 
on the user device. Misuse of this data by malicious applications 
may result in privacy breakage and sensitive data leakage. 
Protecting this sensitive data from leakage is a critical issue. In 
android mobile applications, the chances of such critical data 
leakage will be on higher side. For example, in many applications 
at the time of installation the application ask for system 
privileges. The fact is that Android users do not have control 
over the application capabilities once the applications have been 
granted the requested privileges upon installation. Mobile 
devices cannot be protected by physical security the same way as 
stationary systems can be protected. In this paper an access 
control mechanism is proposed which will avoid data leakages 
and misuse of user privileges. 
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I. INTRODUCTION 

Android became very popular because of its various 
advantages and capacities. The first point is multitasking, 
meaning it can run many applications or services at the same 
time making the time factor feasible. Secondly, the process of 
notifying the user is made really easy because of high-end 
user interface. Third, there is easy access to millions and 
billions of applications in the Google Play Store and most of 
them are free [3]. This made a vast majority of the population 
to buy android based mobile phones. Though there are so 
many advantages, the problem of security is a crucial point to 
take note of. There are many ways to get information or data 
of the user from a service on their mobile phone. Most of 
these services can collect confidential data without the user's 
knowledge and can cause risks for the user. It is possible for 
an application to spy and release private data without the 
approval or even consent of the user.[4] Due to this reason, 
users carrying their devices in common places risk security 
problems by releasing personal information without their 
acceptance because they are unaware of such badware in their 
devices. The common solution to this is to not take the 
smartphone when going to certain confidential places, but this 
is easier said than done. In the case of certain government 
organizations, they restrict their employees from bringing any 

device having camera, video and recording facilities- which is 
most of the phones these days- even though their devices may 
contain private information which the user may be in need of. 
So the next step which can be possible is to have a good 
control over the capacities and capabilities of their devices. 
This can be done by reducing certain service privileges while 
being in private and confidential places based on context with 
more stress on location and time [2]. In the existing system, 
with context-based policies it can benefit most of the 
population by making certain applications disabled based on 
the location restrictions and enable it back when the user is 
out of such private locations. This is the case for government 
officials and law enforcement agents who are not supposed to 
bring the mobile devices during confidential meetings.[5]This 
requires the user to set their own policies to restrict 
applications based on the location. However, the difficulty of 
setting up these configurations requires the same knowledge 
needed to inspect service and resource permissions listed at 
the time of installation of the application [2]. In this paper, we 
give the network manager the role to block badware from 
using or even accessing the data that if exposed will affect the 
security of the network. This is important to achieve security 
in the network of corporate organizations and government 
bodies. 
 
Users of Smart phones and other mobile devices are found 
everywhere. The organizations like IT industries, government 
sectors, military, aviation industry and e-commerce are using 
mobile applications to make work simpler. But at the same 
time the data which is transferred or shared during application 
installation has become a critical issue. This means sensitive 
data will invariably be placed on mobile devices (see Table 1). 
Security will be the limiting factor for deploying mobile 
devices in many scenarios where they would otherwise be 
extremely useful. 
 
Table 1 Sensitive Data on Mobile devices on the basis of 
organization under which device is used. 
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As smart phones are becoming more powerful in terms of 
computational and communication capabilities, application 
developers are taking advantage of these capabilities in order 
to provide new or enhanced services to their applications. The 
danger arises when a device application acts intentionally 
harmful and uses device resources to keep a watch on user’s 
activities or leak the user’s personal data without the user’s 
consent. Moreover, users carrying their Smartphone in public 
and private places may unknowingly expose their private 
information and can put their personal security in danger. The 
smart phone user is not aware of the existence of malicious 
activities getting performed on their devices. To prevent such 
harm and leakages, users must be able to have a better control 
over their device capabilities by reducing certain application 
privileges while being in public places e.g. At work place, 
shopping malls. To achieve such type of security mechanism, 
Smartphone systems must provide device owners with 
configurable policies that enable users to control their device 
usage of system resources and application privileges 
according to context, mainly location and time. Since such a 
feature is still missing in popular Smartphone systems, such as 
in Android systems, it is crucial to work on such systems and 
make them more secure and efficient.  
 
II. Architectural Design 
 
We studied the some architectures and one of them we are 
going to implement more efficiently. Studied framework 
consists of an access control mechanism that deals with access, 
collection, storage, processing, and usage of context 
information and device policies. To handle all the 
aforementioned functions, given framework design consists of 
four main components. The Context Provider (CP) collects the 
physical location parameters (GPS, Cell IDs, Wi-Fi 
parameters) through the device sensors and stores them in its 
own database, linking each physical location to a user-defined 
logical location. It also verifies and updates those parameters 
whenever the device is re-located. The Access 
Controller (AC) controls the authorizations of applications 
and prevents unauthorized usage of device resources or 
services. Even though the Android OS has its own permission 
control system that checks if an application has privileges to 
request resources or services, the AC complements this 
system with more control methods. The AC enhances the 
security of the device system since the existing Android 
system has some permissions that, once granted to 
applications, may give applications more accessibility than 
they need, which malicious code can take advantage of. 
 

 
Fig. 1 Proposed Block diagram 

 
The Policy Manager (PM) represents the interface used to 
create policies, mainly assigning application restrictions to 
contexts. It mainly gives control to the user to configure 
which resources and services are accessible by applications at 
the given context provided by the CP. 
 
In this section we will introduce the architecture of the system 
capable of incorporation. Given below are the list of modules 
that are present along with the diagrammatic representation of 
the proposed system: 

 
Fig. 2 The system architecture 

 
A. Context Information Provider: 
The first step is where the context information is discovered, 
the location parameters are discovered with the help of Global 
Positioning Satellite and Wireless Fidelity parameters. The 
second step involves the acquisition [8] where the collected 
information about physical parameters are stored in a database 
or repository. Linkage between physical and logical locations 
is done. If relocation occurs, updation is possible.  
 
B. Authentication Provider: 
This module performs authentication and authorization 
purposes so that there is no misuse or exploitation of the 
services and data of the device. Android has a good checking 
mechanism for the grant or revoke signal but the 
authentication mechanism performs a second layer of security.  
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C. Policy Supervisor: 
The creation of policies is done here i.e which restriction 
should be present for one specific location. For example, the 
College conference hall has a restriction of the camer a, so for 
this location, the resources to use the camera will be revoked 
permission. 
 
D. Policy Applier: 
The Policy Applier performs the process of comparison 
between the location and the restriction. When a service or 
resource is requested the policy applier checks for any 
restriction and based on the restriction will accept or deny the 
access. The result is sent to the authentication provider. The 
Policy Applier checks if there is a match between the 
corresponding location and restriction. The authentication 
provider then applies the restrictions, if there is no match it is 
considered as a new location and there will be default 
restrictions for the new location defined in Policy Supervisor. 
 
E. Network Manager: 
The registration of all the mobile numbers on a server is the 
main duty of a Network Manager. The policy setting 
mechanism is done by the manager for restricting the 
application on a mobile device when the user enters a 
sensitive 
area. As the service starts, the policy is set for the mobile and 
the control is passed to the 4 modules. 

 
Fig.3 The network manager 

 

II. CONCLUSIONS 

 
In this paper, an android application has been implemented 
which support context based access control policies. This will 
help the application to restrict the malicious data and allow the 
system to access the specific data and/or resources based on 
user context. The proposed CBAC mechanism for android 
systems allows smartphone users to set configuration policies 
over their applications’ usage of device resources and services 
at different contexts. For example, set of restricted privileges 
for device applications can be set when using the device at 

public place, and device applications may re-gain their 
original privileges when the device is used at private place. 
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