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Abstract— Now-a-days, android applications have become adevice having camera, video and recording facsitiehich is

craze in people. Mobile applications are increasilg being

deployed and used by enterprises, military and othresecured

industries. As mobile applications have so many adwtages but
every application comes with issue of data securityMobile

Android applications have access to sensitive datnd resources
on the user device. Misuse of this data by malicisuapplications
may result in privacy breakage and sensitive dataehkage.
Protecting this sensitive data from leakage is a itical issue. In

android mobile applications, the chances of such itical data

leakage will be on higher side. For example, in manapplications

at the time of installation the application ask for system
privileges. The fact is that Android users do not Ave control

over the application capabilities once the applicadns have been
granted the requested privileges upon installation. Mobile

devices cannot be protected by physical security ¢hsame way as
stationary systems can be protected. In this papean access
control mechanism is proposed which will avoid datdeakages
and misuse of user privileges.

Keywords— Context-based access control, smartphone devicesgcarity
and privacy, policies, mobile applications

I. INTRODUCTION

Android became very popular because of
advantages and capacities. The first point is tagking,
meaning it can run many applications or servicethatsame
time making the time factor feasible. Secondly, phecess of
notifying the user is made really easy becauseigii-and
user interface. Third, there is easy access toiomdl and
billions of applications in the Google Play Storedanost of
them are free [3]. This made a vast majority of pbheulation
to buy android based mobile phones. Though thegesar
many advantages, the problem of security is a akygint to
take note of. There are many ways to get informatio data
of the user from a service on their mobile phonastof
these services can collect confidential data withiba user's
knowledge and can cause risks for the user. lossiple for
an application to spy and release private dataowittthe
approval or even consent of the user.[4] Due te tbason,
users carrying their devices in common places sisgurity
problems by releasing personal information withaléir

acceptance because they are unaware of such baivtaesr

devices. The common solution to this is to not take

smartphone when going to certain confidential gabeit this
is easier said than done. In the case of certairergment
organizations, they restrict their employees frainding any

most of the phones these days- even though theicetemay
contain private information which the user may heéed of.
So the next step which can be possible is to hagwa
control over the capacities and capabilities oirtldevices.
This can be done by reducing certain service @ik while
being in private and confidential places based antext with
more stress on location and time [2]. In the emgstsystem,
with context-based policies it can benefit most thie
population by making certain applications disabteded on
the location restrictions and enable it back when user is
out of such private locations. This is the casegmvernment
officials and law enforcement agents who are nppesed to
bring the mobile devices during confidential megs$ifi5]This
requires the user to set their own policies to riest
applications based on the location. However, tfiigcdity of
setting up these configurations requires the sanmevledge
needed to inspect service and resource permistigind at
the time of installation of the application [2]. tinis paper, we
give the network manager the role to block badwaoen
using or even accessing the data that if exposkafiect the
security of the network. This is important to aseiesecurity

its variolly the network of corporate organizations and gowent

bodies.

Users of Smart phones and other mobile devicesfcaned
everywhere. The organizations like IT industriesyernment
sectors, military, aviation industry and e-commeace using
mobile applications to make work simpler. But a¢ ttame
time the data which is transferred or shared dusimglication
installation has become a critical issue. This reesansitive
data will invariably be placed on mobile devicesg(§ able 1).
Security will be the limiting factor for deployingnobile
devices in many scenarios where they would othervis
extremely useful.

Table 1 Sensitive Data on Mobile devices on theisba$
organization under which device is used.

Device Type Sensitive data

IT industries Company Bonds, Tender Data

Government Tax Files, Police Records

Aviation industry | Plane Routes, Passengers information
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As smart phones are becoming more powerful in teofns
computational and communication capabilities, amion

developers are taking advantage of these capabiiiti order
to provide new or enhanced services to their apfitins. The

danger arises when a device application acts oty .
harmful and uses device resources to keep a watakser's ; é’{m"'@,ﬁg
4 ‘-'-\ 3 3 - - ': "Av

HoNTy Marisuet Appilcation

P i T

activities or leak the user's personal data withtha user’s

consent. Moreover, users carrying their Smartphormublic

and private places may unknowingly expose theivgbei et il -
information and can put their personal securitdamger. The Provider - :
smart phone user is not aware of the existence adicious
activities getting performed on their devices. Tevent such

harm and leakages, users must be able to haveea betitrol The policy Manager (PM) represents the interfaced us
over their device capabilities by reducing certapplication create policies, mainly assigning application iestns to
privileges while being in public places e.g. At waplace, contexts. It mainly gives control to the user tonfigure

shopping malls. To achieve such type of securitghmaeism, which resources and services are accessible bicapphs at
Smartphone systems must provide device owners WwjHs given context provided by the CP.

configurable policies that enable users to corttrelr device
usage of system resources and application pri\slegg this section we will introduce the architectafethe system
according to context, mainly location and time.c8irsuch a capable of incorporation. Given below are the distodules
feature is still missing in popular Smartphone ey, such as hat are present along with the diagrammatic remtegion of
in Android systems, it is crucial to work on sugtstems and the proposed system:
=
Location
params

L3

Fig. 1 Proposed Block diagram

make them more secure and efficient.

Network

II. Architectural Design Manager

Policies

&datase

We studied the some architectures and one of thenan®

going to implement more efficiently. Studied franoeiv Folicy mmfiln
consists of an access control mechanism that dédisaccess, Supervisor Provider
collection, storage, processing, and usage of gonte l l
information and device policies. To handle all the E——
aforementioned functions, given framework designsgsts of

four main components. The Context Provider (CPlectd the

physical location parameters (GPS, Cell IDs, Wi-Fi

parameters) through the device sensors and stoges in its Authentieation o) Application

own database, linking each physical location tserulefined

logical location. It also verifies and updates th@arameters Fig. 2 The system architecture

whenever the device is re-located. The Access
Controller (AC) controls the authorizations of a@pgtions A Context Information Provider:

and prevents unauthorized usage of device resouncesThe first step is where the context informatiordiscovered,
services. Even though the Android OS has its owmi@sion tne |ocation parameters are discovered with the beGlobal
control system that checks if an application hasilpges t0  positioning Satellite and Wireless Fidelity paraenst The
request resources or services, the AC complemeniss &econd step involves the acquisition [8] where dhiected
system with more control methods. The AC enhantes fnformation about physical parameters are storealdatabase
security of the device system since the existingdrdil o repository. Linkage between physical and logloahtions

system has some permissions that, once granted jst@one. If relocation occurs, updation is possible
applications, may give applications more accessibthan

they need, which malicious code can take advarufige B. Authentication Provider:

This module performs authentication and authowdzati
purposes so that there is no misuse or exploitatiadhe

services and data of the device. Android has a gbedking
mechanism for the grant or revoke signal but the
authentication mechanism performs a second layseairity.
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C. Policy Supervisor:

The creation of policies is done here i.e whichtrietson
should be present for one specific location. Faneple, the
College conference hall has a restriction of theeraa, so for
this location, the resources to use the camerabwiltevoked
permission.

D. Policy Applier:

The Policy Applier performs the process of comparis
between the location and the restriction. Whemraczor
resource is requested the policy applier checks goy
restriction and based on the restriction will acaapdeny the
access. The result is sent to the authenticatiomiger. The
Policy Applier checks if there is a match betwesn t
corresponding location and restriction. The autiatibn
provider then applies the restrictions, if ther@mdgsmatch it is

public place, and device applications may re-gdieirt
original privileges when the device is used atatgvplace.
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