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Abstract: With the increased need for data storage and
high performance computation, storing of data aedting
private group in the public cloud space became
advantageous. It saved the data owners from tiblgmf
buying extra storage servers and also hiring server
management engineers. Security and privacy arevibe
major issues. Cloud service provider is a semitédighird
party, traditional security models like firewaltsuters etc.
cannot be used to meet security and privacy coscern
Hence cryptographic mechanisms are used. This regtjui
updating of secret key pairs whenever group member
leaving or joining the group in order to provideckaard

and forward secrecy. Therefore a novel secure frarie
combines TGDH (Tree based Group Diffie-Hellman)
scheme, Key Synchronization, proxy signature, proesy
encryption and data sharing among classes togathbe
protocol. The TGDH facilitates secret key pairs afpthy
with reduced computational complexity. This reqdirel

the group members to be online all the time whias wot
practical. Any offline member can implement the key
synchronization process to get the updated groypkés
when he becomes online. To reduce the load of group
management on the group leader privilege of group
management can be granted to the group administrato
using proxy signature. Proxy re-encryption re-eptsythe
data with the help of proxy. To provide higher leoé
privacy data sharing among classes is used.
Keywords-Group sharing framework, public cloud
computing, backward and forward secrecy

1. Introduction

Safeguarding data and secure sharing with the detén
recipient is the greatest challenge. Data is veBcipus,
once if it is lost or corrupted can never be regdinThe
data owners need to buy some extra storage servers
maintain backups and hire management engineershvidic
not cost efficient. If same file has to be sharéihwumber

of recipients sending one after another increaBeddelay
time. Hence creating a group in the cloud spaceshadng

data among the group members resulted in redudeg de
time and also saved the cloud space.

A group is created in the cloud space with peopkrailar
interest for files and the file is shared in theup. For
example shown in figure 1 group leader createsoapin
the cloud space and permits access of the clouzkgpaall

the group members. Every group member can uplodd an
download files. Group leader is the manager ofgtmip
and the load of group management is more on thepgro
leader. So group leader provides group management
privilege to one or more trusted group member daile
group administrator. The group administrator masape
group in spite of the group leader. Private graipreated

in the public cloud space. File access is providely to

the authorized members in the group and the fileaies
invisible to the outsiders. If any group memberviEshe
loses the access to the files in the group anahyif group
member joins he must be able to access the filemded
before he joined into the group. Hence group keyatipg

is required when group member joins or leaves thepy
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Figure 1 private group created in the public clspdce

Despite of the above advantages of storing dattacicloud
there arrived some considerable challenges, amdrchw
privacy and security are the two major issues. da&
owner cannot fully rely on the cloud service praridas
cloud service provider is a semi-trusted third ypaftence
measures must be taken to preserve data from beth t
cloud service provider as well as the attacker. att@cker
may misuse the data and the cloud service providelf
may leak the sensitive data stored in the cloudesp@o
meet this purpose traditional security models fikewalls,
routers etc. cannot be used as they can easilgasssd.
Hence cryptographic mechanisms are used to stae th
encrypted data in the cloud space. This requirediree
sharing of secret key which is required to decrfip
encrypted file at the receiver side. The even more
challenging problem was to share this secret keyrséy
with the intended recipient.
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2. Literature survey

Initially digital envelope [1] was used to addréise task of
secure group secret key exchange. In the digiteélepe
approach the data was encrypted with the sessipndiag
symmetric encryption and the session key was etedyp
with the destination’s public key using asymmetric
encryption and was shared in the cloud space. ¥xanple

if user A is the sender and user B is the receiuser A
wants to randomly choose a session key and endngpt
data using symmetric encryption algorithm such &Sr
AES and then encrypts the session key with degiimat
public key using asymmetric encryption algorithnelsias
RSA. The session key encrypted with the destination
public key is called the digital envelope. The uaehares
both the file and the digital envelope in the clepace and
user B downloads both, extracts the session key and
decrypts the file. In this approach if the filesisared with

N specific users then N digital envelopes are meguand
also if there are M files to be shared then M nmreh N
digital envelopes are required. Therefore the dvera
overhead is O(MN) in the digital envelope approach.

Hybrid attribute-and re-encryption based key
management[2] has done several works on the privacy
preserving data sharing issue in cloud based omusar
cryptographic tools, such as attribute based emioryp
(ABE), proxy re-encryption, etc. Among these existing
schemes, Yu et al. have provided a fine-grained and
scalable solution. The efficiency of this schemieseon
that there is high attribute variability betweeffatient files

and high attribute variability between differenterss The
efficiency of the early schemes depends on thengstson

that Cloud Servers must be absolutely trusted. i@ike,
Cloud Servers can launch the collusion attack wsiime
curious leaving group members. This has tried &ize an
ABE and proxy re-encryption based data sharing scheme i
mobile devices, which also has the problem mentiane
earlier schemes.

DAC-MACS [3] scheme satisfied the security requieats
of backward secrecy and forward secrecy. The foroner
ensures that the revoked user cannot decrypt npheri
texts. The later one ensures that the newly jouseat can
also access and decrypt the previously publisheal dais
two security requirements are usually used in sotoad
based data sharing scenarios

A potential adversary may be a former group
member or any one out of the group. We assumeathat
adversary can be a passive attacker who couldrbanain
the- middle to monitor the communications among the
group members and Cloud Servers. A former group
member can collude with Cloud Servers and try wess
data contents shared in his/her former group. Ativec
adversary is able to impersonate a legitimate groember
to gain some right.

Tree-based group key agreement [4] made a prelignina
attempt, which provides a fully distributed TGDHr¢€-
Based Group Diffie-Hellman) based scheme. Althotlgh
scheme only requires asynchronous communication
channels, it still requires the group members tigpate

in the process of protocol implementing and recesiome
others’ sent messages when members’ joining and/or
leaving. Meanwhile, if a group member acting ap@nsor
keeps in storing the private key of the shadow neden
he/she leaves the group, it is hard to keep backeecrecy

in this scheme. This scheme did not work on givihg
extension to it to make more operability when argnther
online or offline at any time.

The decision diffie-hellman problem [5] scheme Isoa
provably secure based on the hard Decisional Bitine
Diffie-Hellman problem. When &A leaves, all his/her
mandated and associated nodes should be mandated by
anotherGA. In order to make the leavir@A computing the
final group key pair becomes impossible, all sagukeys

of these nodes should be changed by the new magdato
After the group administrator leaving process, ather
group members still in the group can compute thealfi
updated group key pair by requesting some necessary
updated blinded keys from Cloud Servers. Howeuee, t
leaving GA cannot know any leaf node’s security keys, so
he/she cannot compute the updated group key pair.

In Yu et al’s scheme [6], an encrypted file can be
decrypted by a user only if he/she has all of titesf
attributes. By using proxy re-encryption, the cotimpy
complexity of digital envelope generation for asies key

of a sharing file decreases to only O(1) at tha datner’s
side. For each one-time session key, the data oneenls

to compute only one digital envelope by using tas/twn
public key. Based on the proxy re-encryption altponi
Cloud Servers can compute digital envelopes for all
intended recipient. The efficiency of Yu et al.’'sheme
relies on that there is high attribute variabilibgtween
different files and high attribute variability beten
different users. But in group applications, differgroup
members usually have same or similar intereststhagd
usually have attributes in common between themthin
scenario of interest based group sharing, if uSingt al.’s
scheme, the communication and computing overhead of
user revocation will be dependent on the size efgioup.

3. Proposed System

The proposed scheme is mainly designed to reduee th
overall overhead caused during group secret keys pai
updating when group member leaves or joins themgrtu
mainly consists of six phases: Group initializafi@roup
administration privilege management, Group member
leaving and joining, Group administrator leavinggyk
synchronization and data sharing management.

3.1 Overview

The group leader obtains the storage and computing
resource from the cloud provider, implements theupr
Initialization phase and creates a private groufhécloud
space. In the group initialization phase the binaeg of

the associated group members is created and afjrthe
members are provided access to the cloud space.

By Group administration privilege management phtase
group leader can effectively grant the privilegegobup
management to one or more trusted group membeunghro
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proxy signature to reduce the load of group managemn
him.

When Group member leaving and joining happenshall t
group secret key pairs has to be updated to provide
backward and forward secrecy. When a group member
leaves he is no more the member of the group anst mu
lose access to the files in the group, for thippse group
key pairs has to be updated which is called thévwbaa
secrecy. When a group member newly joins the gitoaip
must be able to access the encrypted files uplobdéate

he joined the group, for this purpose again theaugrkey
pairs has to be updated which is called as forgamtecy.
TGDH based group key updating is used to meet this
purpose. The group administrator mandates the key
updating process using TGDH scheme. Proxy re-etioryp

is also used to provide higher level of securityirtg the
help of trusted third party without exposing datdim.

If Group administrator leaving leaves even therugri&ey
pairs need to be updated because the group adroinskn
the group key pairs of all the mandated group mesbe
Therefore if the group admin leaves another grotipia

or the group leader must mandate the group keys pair
updating process and update keys of all membersiateh

by the leaving group admin.

But this TGDH scheme required all the group members
be online all the time which is not practical. Herkey
synchronization is used to overcome this drawbdcky
offline member can implement the key synchronizatio
process the next time he comes online to get tliatep
group key pairs.

Data sharing management phase involves methods to
securely upload and download the file in the graAlpthe
phases are described in detail in the subsections.

3.2Group Initialization
After obtaining storage and computing resource fittn
cloud provider,GL generates a shortest binary tree with
leaf nodes, where is the number of group members
(including GL itself) in the initial group. Each node of this
binary tree can only have either zero (as a led&hor two
child nodes, which means a node with one child as n
allowed. Each one of thesdeaf node is mandated by GA
found Set found node as associated joining member
associated with one different group member.
Pseudo code:

1. GLinitializes group.

2. GL assigns grp_admin.

3. Registers some grp_mems.

4. Gen Usr_name and psswrd to mems.

5. Send login credentials to every member.
6. If of usr_name and psswrd matches

7. Enable login

8. Else exit
9. Gen Grp_keys (TGDH)
10. ComputePuKt = P™Xtmodq

11. Send to all grp_mem with
(HMAC_SHAZ1 algorithm).

signature

3.3Group Administration Privilege Management
GAs can help the group lead&L manage the group,
including accepting new group member’s joining resiy
assisting group members to join the group and livagndl
members’ leaving evenGL can authorize and revoke the
administration privilege to/from some specific goou
members by his/her will. WheL authorizes a group
memberGM;j to be arGA
3.4 Group Member Joining
When a group member joins, he/she sends a joieggest
to one group administrator (takir@®Aj for example).GAj
handles this joining event as a sponsor. Afterfyiag the
new joining group member’s legitimacy.
Pseudo code for Group member joining:

1. Requestto join to GA

2. If joining member’s legitimacy verified

3. Joining member’s process

4. Else exit
Joining member’s process (n)

1. If IJn_mem_n has to join the group, its position is
mandated by GA

2. Key_updation_proc(n)

3. Broadcast keys to every member
Key_updation_proc(cur_mand_node_n)

1. Fornis number of users

2. If(n=!0)

3. PrKt=random()

4. ComputePukt = P"%tmodq

5. Else exit

3.5Group Member Leaving
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When a group member leaves, in order to provide
backward secrecy, the group key pair should be tepda
and all digital envelopes related to the sharin dia this
group should be also updated and encrypted by ¢we n
group public key. In our scheme, o84 should mandate
leaving group member’'s position and act as a spotso
implement the group member leaving process.
Pseudo code for Group Administrator leaving:

1. When GA quits, another GA or GL should take

care of leaving member’s position

2. Key_updation_proc(n)

3. Broadcast keys to every member
Key | updatlon proc(cur_mand_node_n)
For n is number of users
If(n=! 0)
PrKt= random()
ComputePuKt = P"Xtmodq
Else exit

aswn el

3.6 Group Administrator Leaving

Usually eachGA mandates more than one leaf node, and
he/she knows the secret keys of these leaf nodhen\in
GA leaves, anotheGA or GL should mandate these leaf
nodes and change the security keys instead of Bim/h
Pseudo code for Group Administrator leaving:

1. When GA quits, another GA or GL should take

care of leaving member’s position

2.  Key_updation_proc(n)

3. Broadcast keys to every member
Key_updation_proc(cur_mand_node_n)
For n is number of users
If(n=! 0)
PrKt= random()
Compute:Pukt = P"%tmodq
Else exit

agprwNE

3.7 Key Synchronizing

When an offline member (takindi for example) becomes
online again, he/she should implement the key
synchronizing process to get the current agreedipgro
private keyPrKG and the current group private key used in
DEs (PrKDEG).

3.8 Data Sharing Management

Before uploading a file to Cloud Servers, the dataer
gives the semantic description of the fiRESCRIPTION,
which is convenient for searching in the group. m;hthe
data owner symmetrically encrypts the file withaadomly
chosen session ke&K.

4. Technigues

I. TGDH based Group Key Agreement:

General public elements:

q Prime number

a primitive root of g

User A key Generation
Select private key Xa Xa<gq
Calculate public key YaYa = a**modq
User A key Generation
Select private key Xb Xb<q
Calculate public key Yb Yb = a*’modq
Secret key generation by useriA= (Yb)**modq
Secret key generation by usetkb= (Ya)*’modq
Il. Proxy Signature
Proxy signature is a signature scheme, in whicbraginal
signer can delegate user signing capability to exypr
signer, and then the proxy signer generates atsignan
behalf of the original signer proxy signature sckemm
described as follows:
1) (Proxy signature key generation) PKG

(PPrkB, PPuKB)— PKGQA, PrkB)
2) (Proxy signing) PS

8P — PS(m, PPrKB)
3) (Proxy signature verifying) PSV

PSVQ&P, m, mw, PuKA, PuKB)?= accept or reject
lll. Proxy Re-encryption
Proxy re-encryption is an cryptographic primitivevwhich

one person allows a semi-trusted proxy to re-ercuger
message that will be sent to another designatesbper

TRpuka —Pukb
IV. Key Synchronizing

When an offline member becomes online again, he/she
should implement the key synchronizing processetotige
current agreed group private key PrKG and the atirre
group private key used in DEs (PrKG DE).

V. Sharing of data among classes
To provide higher level of privacy sharing of dagtween

only administrator and team leader or team leadwt a
group member etc is done.

5. Snapshots
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6. Conclusion

Hence in the proposed scheme secure grouupdating is
done. Groupmanagement privilege is provided to grc
administrator using proxy signature. Prox-encryption is
used to provide higher level security. Hence the overall
overhead is also successfully redu

References

[1] W. Jig H. Zhu, Z. Cao, L. Wei, and X. Lin, “SDSM:
secure data service mechanism in mobile c
computing,” in WKSHPS2011: Proc. 2011 IEE
Conference on Computer Communications Works.
IEEE CS, 2011, pp. 1060665

[2] P. Tysowski and M. Hasan, “Hybrid ribute-and re-
encryption based key management for secure andbde

mobile applications in clouds,|IEEE Transactions on
Cloud Computingvol. 1,no. 2, pp. 1+186, 2013.

www.ijcrd.com

Page 1693



International Journal of Combined Research & Develpment (IJCRD)
elSSN:2321-225X;pISSN:2321-2241 Volume: 5; Issue: July -2016

[3] “DAC-MACS: Effective data access control forutti-
authority cloud storage systems,” in Proceeding$E&fE
INFOCOM 2013 satisfied the security requirements of
backward secrecy and forward secrecy.

[4] Y. Kim, A. Perrig, and G. Tsudik, “Tree-basedogp
key agreement,”ACM Transactions on Information and
System Security (TISSEC), vol. 7, no. 1, pp. 60-288)4.

[5] D. Boneh, The decision diffie-hellman problem.
Springer, 1998, pp. 48-63.

[6] S. Yu, C. Wang, K. Ren, and W. Lou, “Achieving
secure, scalable and fine-grained data accessotantr
cloud computing,” in IEEE INFOCOM 2010: Proc, the
29th Conference on Computer Communication, |EEE,
2010.

[7] M. Blaze, G. Bleumer, and M. Strauss, “Diveltib
protocols and atomic proxy cryptography,” in Advasaén
Cryptology- EUROCRYPT '98, Proceedings of
International Conference on the Theory and Applicabf
Cryptographic Techniques, Springer-Verlag, 1998, pp
127-44.

[8] C. K. Wong, M. Gouda, and S. S. Lam, “Secureugr
communications using key graphs,” IEEE-ACM
Transactions on Networking, vol. 8, no. 1, pp. 1G-2)00.

[9] M. Steiner, G. Tsudik, and M. Waidner, “Key
agreement in dynamic peer groups,” IEEE Transastam
Parallel and Distributed Systems, vol. 11, no. &, 69—
780, 2000.

[10] W. Yu, Y. Sun, and K. R. Liu, “Optimizing the
rekeying cost for contributory group key agreement
schemes,” IEEE Transactions on Dependable and &ecur
Computing, vol. 4, no. 3, pp. 228-242, 2007.

[11] A. Perrig, “Simple and fault-tolerant key agneent
for dynamic collaborative groups,” in CCS’00: Pratth
ACM conference on Computer and communications
security. ACM, 2000, pp. 235-244.

[12] T. Jung, X. Li, Z. Wan, and M. Wan, “Privacy
preserving cloud data access with multi-authorities
Proceedings of IEEE INFOCOMZ2013, IEEE, 2013, pp.
2625-2633.

www.ijcrd.com Page 1694



