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Abstract: In this paper, we propose a 

dynamic en-route filtering scheme for false 

data injection attacks in wireless sensor 

networks. In sensor networks, adversaries 

can inject false data reports containing 

bogus sensor readings or nonexistent events 

from some compromised nodes. Such 

attacks may not only cause false alarms, but 

also drain out the limited energy of sensor 

nodes. Several existing schemes for filtering 

false reports either cannot deal with dynamic 

topology of sensor networks or have limited 

filtering capacity. In our scheme, a 

legitimate report is endorsed by multiple 

sensing nodes using their distinct 

authentication keys from one-way hash 

chains. Cluster head uses Hill Climbing 

approach to disseminate the authentication 

keys of sensing nodes along multiple paths 

toward the base station. In filtering phase, 

each forwarding node validates the 

authenticity of the reports and drops those 

false reports. Compared to existing schemes, 

our scheme can better deal with dynamic 

topology of sensor networks. Analytical and 

simulation results show that our scheme can 

drop false reports earlier even with a lower 

memory requirement and tolerate more 

compromised nodes. Our scheme also 

outperforms others in term of energy 

efficiency, especially for large sensor 

networks. 

Keywords: Cluster Application, Sensor 

Network, Dynamic network topology . 

 

1 INTRODUCTION  

WIRELESS sensor networks consist of a 

large number of small sensor nodes having 

limited computation capacity, restricted 

memory space, limited power resource, and 

short-range radio communication device. In 

military applications, sensor nodes may be 

deployed in hostile environments such as 

battlefields to monitor the activities of 

enemy forces.In these scenarios, sensor 

networks may suffer different types of 

malicious attacks. One type is called false 

report injection attacks , in which 

adversaries inject into sensor networks the 

false data reports containing nonexistent 

events or faked readings from compromised 

nodes. These attacks not only cause false 

alarms at the base station, but also drain out 

the limited energy of forwarding nodes. 

Also, the adversaries may launch DoS 

attacks against legitimate reports. 

           In selective forwarding attacks [12], 

they may selectively drop legitimate reports, 

while in report disruption attacks [11], they 

can intentionally contaminate the 

authentication information of legitimate 

reports to make them filtered out by other 

nodes. Therefore, it is very important to 

design a dynamic quarantine scheme to filter 

these attacks or at least mitigate their impact 

on wireless sensor networks. Recently, 

several schemes such as SEF [15], IHA [14], 

CCEF [13], LBRS [12], and LEDS [10] 

have been proposed to address false report 
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injection attacks and/or DoS attacks. 

However, they all have some limitations.  

SEF is independent of network topology, but 

it has limited filtering capacity and cannot 

prevent impersonating attacks on legitimate 

nodes[16]. IHA has a drawback, that is, it 

must periodically establish multi hop pair 

wise keys between nodes[6]. Moreover, it 

asks for a fixed path between the base 

station and each cluster-head to transmit 

messages in both directions, which cannot 

be guaranteed due to the dynamic topology 

of sensor networks or due to the use of some 

underlying routing protocol such as GPSR 

[7][2]. CCEF also relies on the fixed paths 

as IHA does and it is even built on top of 

expensive public-key operations. More 

severely, it does not support en-route 

filtering. LBRS and LEDS utilize location-

based keys to filter false reports. They both 

assume that sensor nodes can determine 

their locations in a short period of time. 

However, this is not practical, because many 

localization approaches take quite long and 

are also vulnerable to malicious attacks [3], 

[8],[9]. In LBRS, report disruption attacks 

are simply discussed, but no concrete 

solution is proposed.  

         We propose a dynamic en-route 

filtering scheme that addresses both false 

report injection and DoS attacks in wireless 

sensor networks. In our scheme, each node 

has a hash chain of authentication keys used 

to endorse reports; meanwhile, a legitimate 

report should be authenticated by a certain 

number of nodes. First, each node 

disseminates its key to forwarding nodes. 

Then, after sending reports, the sending 

nodes disclose their keys, allowing the 

forwarding nodes to verify their reports.                

We design the Hill Climbing key 

dissemination approach that ensures the 

nodes closer to data sources have stronger 

filtering capacity. Moreover, we exploit the 

broadcast property of wireless 

communication to defeat DoS attacks[5] and 

adopt multipath routing to deal with the 

topology changes of sensor networks. 

 
 Denial-of-service attack 

 
A denial-of-service attack (DoS attack) 

or distributed denial-of-service attack 

(DDoS attack) is an attempt to make a 

computer resource unavailable to its 

intended users. Although the means to carry 

out, motives for, and targets of a DoS attack 

may vary, it generally consists of the 

concerted efforts of a person, or multiple 

people to prevent an Internet site or service 

from functioning efficiently or at all, 

temporarily or indefinitely. Perpetrators of 

DoS attacks typically target sites or services 

hosted on high-profile web servers such as 

banks, credit card payment gateways, and 

even root name servers. The term is 

generally used relating to computer 

http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Website
http://en.wikipedia.org/wiki/Web_service
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Credit_card
http://en.wikipedia.org/wiki/Root_nameserver
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/File:WSN.svg
http://en.wikipedia.org/wiki/File:Stachledraht_DDos_Attack.svg
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networks, but is not limited to this field; for 

example, it is also used in reference to CPU 

resource management.[1] 

EXISTING SYSTEM 

          One type is called false report 

injection attacks, in which adversaries inject 

into sensor networks the false data reports 

containing nonexistent events or faked 

readings from compromised nodes. These 

attacks not only cause false alarms at the 

base station, but also drain out the limited 

energy of forwarding nodes. Also, the 

adversaries may launch DoS attacks against 

legitimate reports. 

In selective forwarding attacks, they 

may selectively drop legitimate reports, 

while in report disruption attacks; they can 

intentionally contaminate the authentication 

information of legitimate reports to make 

them filtered out by other nodes. 

 

PROPOSED SYSTEM 

         In our scheme, sensor nodes are 

organized into clusters. Each legitimate 

report should be validated by multiple 

message authentication codes (MACs), 

which are produced by sensing nodes using 

their own authentication keys. The 

authentication keys of each node are created 

from a hash chain. Before sending reports, 

nodes disseminate their keys to forwarding 

nodes using Hill Climbing approach. Then, 

they send reports in rounds. In each round, 

every sensing node endorses its reports 

using a new key and then discloses the key 

to forwarding nodes. Using the disseminated 

and disclosed keys, the forwarding nodes 

can validate the reports. In our scheme, each 

node can monitor its neighbors by 

overhearing their broadcast, which prevents 

the compromised nodes from changing the 

reports. Report forwarding and key 

disclosure are repeatedly executed by each 

forwarding node at every hop, until the 

reports are dropped  

Module Description: 

 Key Pre distribution Phase: 

     Key pre distribution needs to be 
performed only once. It consists of two 
steps. 

Step1: Each node is preloaded with a 
distinct seed key. From the seed key, it can 
generate a sequence of auth-keys using a 
common hash function[4] . Thus, each 
node’s auth keys  form a hash chain. 

Step2: Among n nodes of a cluster, we 
assume that there are at least nodes each 
having a distinct -key. 

  Key Dissemination Phase : 

   In our scheme, the cluster-head 
discloses the sensing nodes’ auth-keys after 
sending the reports of each round. 
However, it is vulnerable to such an attack 
that a malicious node can pretend to be a 
cluster-head and inject arbitrary reports 
followed by falsified auth-keys. To prevent 
this attack, we enforce key dissemination, 
that is, the cluster-head should disseminate 
the first auth-keys of all nodes to the 
forwarding nodes before sending the 
reports in the first round. By using the 
disseminated keys, the forwarding nodes 
can verify the authenticity of the disclosed 
auth-keys, which are in turn used to check 
the validity and integrity of the reports.  

         Key dissemination should be 
performed periodically in case that some 
forwarding nodes aware of the 
disseminated keys become failed, especially 
when the network topology is highly 
dynamic.. When none of a node’s auth-keys 

http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/CPU
http://en.wikipedia.org/wiki/Denial-of-service_attack#cite_note-0
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has ever been used, the current auth-key is 
just the first auth-key of its hash chain . 

           Hill Climbing introduce two important 
observations. First, when multiple clusters 
disseminate keys at the same time, some 
forwarding nodes need to store the auth-
keys of different clusters. The nodes closer 
to the base station need to store more 
auth-keys than others (typically those closer 
to clusters) do because they are usually the 
hot spots and have to serve more clusters. 
Second, the false reports are mainly filtered 
by the nodes closer to clusters, while most 
nodes closer to the base station have no 
chance to use the auth-keys they stored for 
filtering. Hill Climbing involves two 
variations, one for the key pre distribution 
phase and the other for the key 

dissemination phase. 

 Report Forwarding Phase 

         In this phase, sensing nodes 
generate sensing reports in rounds. Each 
round contains a fixed number of reports, 
e.g.10 reports, where this number is 
predetermined before nodes are deployed. 
In each round, every sensing node chooses 
a new auth-key, i.e., the node’s current 

auth-key, to authenticate its reports. 

 Detailed view of all three phases 

 

 

Goals: 

 It can offer stronger filtering 

capacity and drop false reports 

earlier with an acceptable memory 

requirement, where the filtering 

capacity is defined as the average 

number of hops that a false report 

can travel. 

  It can address or mitigate the impact 

of  DoS attacks such as report 

disruption attacks and selective 

forwarding attacks. 

 It can accommodate highly dynamic 

sensor networks and should not issue 

the process of path establishment or 

reparation frequently. 

 It should not rely on any fixed paths 

between the base station and cluster-

heads to transmit messages. 

 It should prevent the uncompromised 

nodes from being impersonated. 

Therefore, when the compromised 

nodes are detected, the infected 

clusters can be easily quarantined by 

the base station. delivered to the base 

station 

The relationship between three 

phases: 
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CONCLUSION :  

          The entire paper  has been developed 
and implemented as per the requirements. 
A  dynamic en-route quarantine scheme for 
filtering false data injection attacks and DoS 
attacks in wireless sensor networks. In our 
scheme, each node uses its own auth-keys 
to authenticate their reports and a 
legitimate report should be endorsed by 
nodes. The auth-keys of each node form a 
hash chain and are updated in each round. 
The cluster-head disseminates the first 
auth-key of every node to forwarding nodes 
and then sends the reports followed by 
disclosed auth-keys. The forwarding nodes 
verify the authenticity of the disclosed keys 
by hashing the disseminated keys and then 
check the integrity and validity of the 
reports using the disclosed keys. According 
to the verification results, they inform the 
next-hop nodes to either drop or keep on 
forwarding the reports. This process is 
repeated by each forwarding node at every 
hop. 

 Future  Enhancement 

In future, we will study how to take 
advantage in our scheme of various energy-
efficient data aggregation and 
dissemination protocols for wireless sensor 
networks. 
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